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Standard

1

IEC 61970

IEC 61970

IEC61850

IEC 61850

Application
scope, purpose
requirements, function

EMS/SCADA

power systems operation
generation, operation, outage

Substation Automation
substation, IED (relay, controller)
measurement, protection, control

Information Model
relationship
object
data type
language (schema)

Communication Model
service

performance
protocol, profile

Common Information Model (CIM)

power flow (topology, connectivity)
generator, load, line

eg. container, measurements, ...
UML, CIM XML

Component I/F Specification (CIS)

req./reply, event, high speed,
historical, ..

sec. (msec. timestamp)
OMG/ OPC

Logical Node (LN)
secondary equipment function
primary equipment data model
(i.e. CB, CT/VT, Power Transformer,..)
data table, SCL XML

Abstract Communication Service I/F (ACSI)
get/set, report, control, setting
GOOSE, sampled value, directory,..
msec. (Jasec. timestamp)
MMS/TCP, Ethernet

Concept and

information oriented

device oriented

Architecture hierarchical, tight object relationship

information exchange among systems

flat, weak object relationship
real-time data transmission
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IEC 61970
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IEC61970

*|[EC61970-CIS: OMG CORBA),OPC
«|[EC61850-ACSI

IEC61850

IEC 61970

IEC 61850

CIM: Common Information Model

LN: Logical Node

_
ACS —
Get/Set, Report/Log TimeSync GOOSE Sampled
Control, Settings (SNTP) Value
SCSM

MMS protocol suits

SO CO T-Profile
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2.1 IEC 61970-CIM

|EC 61970-301 Energy Management System Application Program Interface (EMS-API)
— Part 301: Common Information Model (CIM) Base
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CIM Package

UML Unified Modeling Language
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Figure 1 = CIM Part 301 package diagram
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CIM
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CIM
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2.2 |IEC 61968-DCIM

Utility Control °
Center

Network Utility

Expansion C;:]stlcj)irper Business

Planning Juily Systems
(ERP, Billing,
Energy trading,
Meter other systems)

Reading &
Network IEC 61968 Control
Compliant

Interface
Architecture

2

Operational
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Optimization

Distribution Automation Operation
Corporate
LAN

Maintenance
&
Construction

Substation Protection,
Monitoring and Control

RTU Communications

Figure 3-3, Distribution Management System with IEC 61968
compliant interface architecture
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DCIM Package

UML Unified Modeling Language

EC61970 CIM Package
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Figure 16 - StdCIM
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DCIM
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Document
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Figure 31 - Customersinheritance
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internalUse other
other
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Service DeliveryPoint

DemandResponseProgram
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ReadingType

EndDeviceControl
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2.3 IEC61850
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IEC61850
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GOOSE

(Tyfel)

Sampled Value

(Tslfpe4)

Get/Set, Report/Log TimeSync
Control, Settings (SNTP)
(Type2,3,5) (type 6A)
I I |
1 1
MMS protocol suits
| |
SO CO T-Profile TCP/IP UDP/IP

ISO/IEC 8802-2LLC

| SO/IEC 8802-3 Ethertype: 88b9,88ba

| SO/IEC 8802-3 (IEEE 802.3)
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3. IEC 61850

3.1

IEC 61850-7-420

DER (Distributed Energy Resour ce)

ECP (Electrical Connection Point)

X : ECPsusually with switches, circuit
breakers, and protection

DER Plant Controller
r and/or Proxy Sever

DER Plant LAN

_ _ &

DER Plant
Operations

Utility Connection

Controller )L Controller Controller
~ CHP Meter
(Combined Heat
and Power)

Controller Controller

DER Devices
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1)

2)
SMES
E DER Plant Electrical
DER Unit Controller Connection Point (ECP)
DRCT, FSEQ, MMXU DCRP, DOPA, DOPR, DOPM
. ) ) DPST, DCCT, DSCC, CSWI,
Reciprocating Engine DCIP XCBR, MMXU
Fuel Cell DFCL, DSTK, DFPM
Photovoltaics DPVM, DPVA, DPVC, DTRC
) s , , DGEN, YRCT,
Combined Heat Power DCHC, DCHI, DCHX, DCHS DRAT, YINV, cswi MMTR
DRAZ, MMDC XCBR
Energy DREX, DCST RSYN MMTR
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] Generator Circuit | \py
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: B Load Circuit
Physcal M easur ements \ A/ Breaker(s) | Local Loads
MTMP MPRS MHET |
CsSwi
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MFLW MVBR MENV MMTR ] ]
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5) ; 4)
CO2 NOx SOx
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3.2 IEC 61850-7-410
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Figure 5 — Typical turbine control system

MMXU

ACSC

RTMP

LNEIE

[ E— 3£ —
WJ CoW

De-sxcitation

ARFR
APFR

Fan
control

Power
regulator
h 4
Selector & Selector &
Follow up Follow up
¥
Voltage Field
regulator current
regulator
Y ¥
- Thyristor
control
i -
|
[
|
|
SO
Alarm
handling

.

Start excitation

ASSP

ALIM

V_APID

HHEECREE

5
=}

I
&
b
=

ZSCR

FRTR

3

MMDC

CALH

Figure § — Excitation system

|IEC62344 57/816/CDV (4)

24



3.3 IEC 61400-25
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4.

« I[EC61970 IEC 61850
° usecase
PMU WASA: Wide Area Situation Awareness)
/Markets Service\

’
: g Prosumer

Bulk Generation AMIAMR
1 | Substation Automation Home Automation |
| wmess Automation Building Automation
1 Y A= 1 . Procsss Automation

1

1 /

1 ..

I Transmission Substation Automation
I Substafion Automation Distribution Automation
\ DER

— R S 2,

Distribution
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IEC 62357 Reference Architecture

IEEE P2030

IEC 62351 Security

IEC 62353

IEC 61970 EMS/API
CIM, CIS

IEC 61968

Energy Market

RTOMS0 ﬂtﬂ

IEC 61850 NP

[ F=FrA=%4

IEC 61850-7-410

harmonization

OASIS ,0penADRv2.0

Energy Market Inf. Exchange
Open Building Inf. Exchange
Web Service Calendar

er F—rA7u4# Y Energy Interoperation
5

BACnhet

ANSI.C12
Multi-Speak

ZigBee ,OpenHAN
Smart Energy Profile

LN, ACSI

IEC 61850

IEC 61850-90-5
Synchrophasor

IEC 61400-25

IEC 61850-7-420Ed.2
IEC 61850-90-6
-90-7 PV/Storage
-90-8 EV
-90-9 Battery

2011/03/18 IEC TC57 JPNC (Japan National Committee)

JTC1/SC25
KNX ISO/IEC 14543

TC 69 EV
ISO/IEC 15118 V2G

IEEE P1547 27



IEC TC57 SmartGrid

- WG

SmartGrid
WG10 Synchrophasor
WG17
WG19 Reference Architecture
WG15 Security

NIST EPRI IEEE

NIST PAP

EPRI usecase

ERRI IEEE UCAIlug IEC TC57
IEC WG17

NWIP
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1. WG10 IEC61850-90-5 - (WASA)
« Use of IEC 61850 for transmission synchrophasors
« 2009/4 -2011/10 IEEE PSRC  Dual Logo
« NIST PAP13: Harmonization of IEEE C37.118 with IEC 61850 and Precision
Time Synchronization
2. WG17 IEC81850-7-420 Ed.2 -
« Modeling and communication systems for distribution feeder and network
equipments based on IEC 61850
- IEC61850-90-6
- IEC61850-90-7 PV/Storage
- [IEC61850-90-8 EV
- IEC61850-90-9

« 2010/6 - TR 2011/6
« NIST PAPO8: CIM for Distribution Grid Management, PAP14: Transmission
and Distribution Power Systems Model Mapping
3. WG19 IEC62357 - Reference Architecture
« |EC Smart Grid Standardization Roadmap, IEC SG3, June 2010
« Reference Architecture for TC57 Ed.2 Draft, January 27, 2011
4. WG15 IEC62351-9 NWIP - Security
« Cyber Security Key Management for Power System Equipment
« 2011/4? -2013
* NIST Cyber Security Working Group (CSWG)
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4.2 WASA
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Communication Networks and Systems in Substations

Part 90-5: Use of IEC 61850 for transmission

JPNC contribution

5.8.1 Special Protection Schema

5.8.2 Predictive Dynamic Stability Maintaining
5.8.3 Under Voltage Load Shedding
5.8.4 Phenomenon assumption type WAMPAC

synchrophasors
Technical report
1 Scope
2 Normative references
3 Terms and definitions
4 Abbreviated terms
5 Use cases
5.1 Wide Area Applications Utilizing Synchrophasors
5.2 Synchro-check
5.3 Adaptive relaying
54 Out-of-step (OOS) protection
5.5 Situational awareness
5.6 State Estimation and on-line security assessment
5.7 Archive data (event & continuous)
5.8 Wide Area Controls
5.9 Modeling considerations
6 Communication requirements
A A Security Model ;
8 Services |
9 Effects on the SCL !
10 Synchrophasor Profile Mappingsi

____________

________________________________________________
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Wide Area Control Usecase

5.8.4 Phenomenon assumption type WAMPAC

When a very severe fault occurs
» complete loss of an important power corridor
* generators may lose synchronisation with the power networ k
» cause overload of transmission lines or transformers
> Imbalance between generation and consumption can occur when a
power system network is separated resulting in abnormal frequency.
Generator shedding or load shedding
 in order to avoid these types of unstable conditions on the power system networ k

 based on a pre-fault calculation using on-line power system information.
Generators Bus

CB cT

PMU_M

~ PMU_M

T
T-Line CB CT / \ H
-('_‘\I. AA &
G2 /_/ ) J ( Pdwer Grid /!
' !
r\i . .\’\
A

i ]
1

1

I

I
VT PMU_M!|_—~| PMU_M
\

!

i_§

1 [
Y I
@ O as PMU_P /-phasor, \ Voo /' V-phasor,
= I-phasor, 1o ;
1~ _ status ' v+, I|-phasor,
VT ! N YWY P> status
" V-phasor, I-phasor, | AN
status - 3 PDC
IED PMUM f--mmmmmmm=======" r
A I ,
b oo V-phasor, I-phasor. status (fast) __ | ,” V-phasors,
' ; |-phasors,
I e emmmmmmmm o Level of generator shedding _____ | CE status

LP: Line Protection relay, @ PDC: Phasor Data Concentrator, CE: Center Equipment
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Wide Area Control Usecase

Phenomenon assumption type WAMPAC

Communication Requirement
1. Transmission: PMU PtolED
- Data transmitted: Voltage angle, Voltage amplitude, other status
(CB; ON/OFF, the operation of protection relays)
- Data transmission interval: 1-cycle (20ms @ 50HZz)
- Transmission delay: within 20ms
2. PMU_P performance
- Synchronisation: within 0.05ms
- Time of data sampling to data sending: within 20ms
3. Transmission: PMU M and PMU PtoPDC
- Data transmitted: Voltage angle, Voltage amplitude, other status
(CB; ON/OFF)
- Data transmission interval: 5-cycles (100ms @ 50HZz)
- Transmission delay: within 1s
4. PMU_M performance
- Synchronisation: within 0.05ms
- Time of data sampling to data sending: within 1s

33
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5.9 Modeling considerations

|n case of substation internal synchrophasor applications
*Synchrocheck, generator out-of-step protection > RSYN, PPAM
In case that the application itself is outside the | EC 61850 scope
e monitoring, archiving>1TMI, IHMI
» Control , frequency stability applications
> UDP based GOOSE, generic WAC logical node
|EC61970 WAMPAC function

Topological Node Power System
Generator, Line Angle/Freq. Monitoring

------ Voltage Stability Monitoring
N — - \... ‘M easurement Thermal Overload Monitoring
C\on\trol State Estimation

A Real-Time Control

Power System Separation
Adaptive Protection

| EEé\1588 Wide Area Stabilization

IEEE C37.418

{i,v,P,f, .}

_,n'_______ﬂ___ ___________ M_'_\\\/IXU‘\__.-_---__!__!--------.“_L M easured Value
D N Synchrophasor

Sampled Value

TCTR, TVTR XCBR

Figure 5-8: Basic 1EC 61850 model of WAMPAC fucntions
2011/03/18 IEC TC57 JPNC (Japan National Committee)
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6 Communication requirements
« ‘Sampled value': SV servicedirectly mapped to Ether net

* 'Rms'’: event based or periodic REPORT service
 ‘Phasor’: SVU service (SV over UDP)
Locality
A e  pmmmmmm - .
Frequency . : Cascades :
Widearea | Stebility 1 |  Phenomena
pmmmmm - P i |
" Rotor Ang (Wl{I Rotor Angle: :
| .y ]
: Stablllty: : Stab|||ty ‘ﬁ: _________ -
I o] I j— e — —_
WWRRULLLL Stebility |
' K Stability) | Y m =
o | '
| (I: ........... - L —
v._._ Voltage Sta[ Over Load ]
Narrow . |
area I I I I I I I S
7
ims. 10ms. 100ms. 1s. 10s. Imin. 10min.
Time Frame of Control ~ Sampledvalue ~_ ) Rms N
Phasor

Figure 6-3: Application locality and time scale
2011/03/18 IEC TC57 JPNC (Japan National Committee)
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9 Synchrophasor Profile Mappings

o utilize/integrate the currently existing GSE and SV protocols without change
 “‘tunnel” the currently existing Ethernet bound GOOSE and SV packets over
UDP/IP has been identified

Control Conﬁguratic-n

Datasets

-~D b UDP

Internet Protocol (IP)

Command Configuration Data Data

Figure 12: General Service Mappings
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4.3.1 IEC61850-90-6

NIST PAP14, 08 EPRI)
o|[EC TC57/WG17
IEC61850-7-420Ed.2, IEC61850-7-520, IEC61850-90-6

Distribution Grid Management (Advanced Distribution Automation) Functions
Use Case Description

1) (Active Distribution Networks)
2)

Advanced Metering Infrastructure (AMI)
(DER)
Demand response (DR)
(ES)

o o

February, 2010
Distribution_Grid_ManagementSG_UC_nm3.doc

2011/03/18 IEC TC57 JPNC (Japan National Committee)
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NIST PAP14, 08
Distribution Grid Management (Advanced Distribution Automation)

Fig. 1 presents the logical interfaces between the maor actors for the DGM use case.

External
System

@ MOS

ISO/RTO @

Aggregator

DER/ES

. . February, 2010 39
2011/03/18 IEC TC57 JPNC (Japan National Committee) pistribution Grid_ManagementSG_UC_nma3.doc



ADA (Advanced Distribution Automation)

. / / / /Micro-grid/AMI

1. DOMA Real-time Distribution Operation Model and Analysis
. / IAMI /
. Real-time/Look-ahead/Study / /

2. FLIR Fault Location, Isolation and Service Restoration

. SCADA/Smart meter

. / / / EMS/
3. VVWO Voltage/Var/Watt Optimization / /
. / / /
. / /
. LTC / / / /
4. DCA Distribution Contingency Analysis
5.  MFR Multi-level Feeder Reconfiguration
. / / /
6. RPRC Relay Protection Re-coordination
. / Adaptive relay
7. PRAS Pre-arming of Remedial Action Schemes
. Micro-grids
8. CEA Coordination of Emergency Actions IPRAS
9. CRA Coordination of Restorative Actions /

10. IAP Intelligent Alarm Processing

February, 2010
Distribution_Grid_ManagementSG_UC_nm3.doc
2011/03/18 IEC TC57 JPNC (Japan National Committee)
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4.3.2 IEC61850-90-7 PV/Storage

IEC61850-90-7:0Object Models for PV,Storage,&Other DER inverters

DER Energy
Management System

at Utility Site or DER Integrated System
Customer Site

Loosely-coupled

Controller DER
Two-way Interactive .

Generator

Utility/ESP DER One-way
Management System Broadcast/
Multicas Tightly-coupled

1

Direct Control

Controller DER

Loosely-couplea
Two-way Interactive

. Loosely-coupled Tighr!y-cau;ze%
— Two-way Interactive Direct Control
Requests

Distributed Energy Resources (DER) Site

DER Management: Interactions between Components

$ffsT:IEC 61850-90-7:IEC 61850 Object Models for
Photovoltaic, Storage, and Other DER inverters Draft v.3

2011/03/18 IEC TC57 JPNC (Japan National Committee)
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IEC61850-90-7

Basic control functions
— connect / disconnect from grid
— adjust max. generation Ivl up/down
— adjust power factor

Inverter request functions

— request real power (charge or
discharge storage)

— request action through a pricing
signal

— modify inverter-based DER settings
Reporting

— event/history logging

— status reporting
Frequency-related function

— active power modification by
frequency

Periodic commands

time synchronization

Inverter modes using volt/var
arrays

normal energy conservation mode
maximum var support mode

static inverter mode

passive mode

reactive power by voltage with
hysteresis

power factor controlled by feeding
power

Dynamic grid support during
voltage dips

2011/03/18 IEC TC57 JPNC (Japan National Committee)

dynamic grid support
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4.5

actor
3. Actor

4. Actor,

THREAT x VULNERABILITY x CONSEQUENCE = RISK
Ewvent, actor, or Weakness lmpact Operational,
action with econoric, safety,
potential to harm envirormmerntal
wnat tnroats Eyanete What ars the e de Assess ana
concerned cyber _physu:aI? cascade? quar‘]tlfy the
s impacts = risk.
about? vulnerabilities.
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TCS57 IEC 62351

. IEC 62351
“Data and Communication Security” (Technical Specification)

— IEC 60870-5 DNP3.0
— IEC 60870-6 (TASE.2)
- IEC 61850

- . S S S . s . _— e e e e (. . . . e - -

WG7 -« EC 60870-6 [TASE.2, [CCP WG13 WG14 <IEC 61968
WG3 IEC 60870-5 «|[EC 61970

WG19 CIM
IEC 62357 TC57 Architecture WEG10

e = o = = o e = EC 61850 Power system | ED ®mmunication
IEC 62351 and associated data yodels

WG17 |ED
—==-=1850-7-420 v % 4

CIS

g N G Oy,

| HC 61400-25

WG18 .
.I EC 61850-7_410 s\ <
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IEC 62351

. (Authentication):
. (Confidentiality):
. (Integrity):
. IT
-

VPN IPSec

2011/03/18 IEC TC57 JPNC (Japan National Committee)
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TC57 IEC 62351

I IEC 60870-6 TASE.2 I » | IEC 62351 Part 3: Profiles Including TCP/IP
Transport Layer Security (TLS)

I IEC 61850 over MMS I |IEC 62351 Part 4: Profiles Including MMS
I I[EC 61850 GOOSE, GSE, SMV
IEC 62351 Part 5: IEC 60870-5 & Derivatives
| iEC 60870-5-104 & DNP3
IEC 62351 Part 6: IEC 61850

I IEC 60870-5-101 & Serial DNP Raw-Ethernet

IEC 62351 Part 8: Role-Based Access Control (RBAC)

= |[EC 62351 Part 9: Cyber Security Key Management .

2011/03/18 IEC TC57 JPNC (Japan National Committee)
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IEC61850

GOOSE SMV

. Authentication
. Encryption
H/W )
Reserved

Secure

Current [ Headet| | | GOOSE/SMV PDU

i'_‘l'_\

Extended PDU

shls!

— N
Lmng/ GOOSE/SMV PDU | Extension

Authentication Value

(Dagital Signature -HMAC)

2011/03/18 IEC TC57 JPNC (Japan National Committee)
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Security Requirements, Threats, Countermeasures, and Management

Confidentiality Integrity Availability Non-Repudiation
- Unauthorized Unauthorized Denial of Service or Denial of Action that took place,
E Access to Modification or Theft of Prevention of or Claim of Action that did not
= Information Information Authorized Access take place; Accountability
i T

x 3 , S N x ¥
i Rate Limiting, Audit Intrusion Detection
8 SAEERE L Access Mgmt Logging Systems (IDS)
g 1 1
F — — —_— — —_— — —_— —_— — — —_— — s - aas s s -
g Identity Establishment, L Firewalls with hcoes& Anti-Virus/
E o T el — > T s i e Ve e T T Control Lists (ACL)| | | Spy-ware
|—
2 4 : t |
m
@ Credential Establishment, Public Key IEC62351 Security for Backup & Nftwork and System
o Conversion, and Renewal P Infrastructure (PKI) ICCP, DNP, 61850 Recovery h’anauement (NSM)
=
3 ) % ¥ S
FH Transport Level Virtual Private WPAZ/BD211.i AGA 121 “bump- Digital CRC
'Ei Security (TLS) Network (VPN) for wireless in-the-wire" Signatures
L]
: 4 4 4 4 4
Symmetric and Asymmetric Encryption (AES, DES)
Certificate and Security Testing, Monitoring, Security Risk Security Compliance
Key Management Change Control, and Updating Assessment of Assets Reporting

Post-Attack Recovery

During-Attack Coping and

Security Policy
Exchange

Security Incident and
Vulnerability Reporting

Security Attack
Litigation

Security Management

Corporate Security Policy and Management _

Figure 7: Overall Security: Security Requirements, Threats, Countermeasures, and

Management

2011/03/18 IEC TC57 JPNC (Japan National Committee)
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4.3.3 IEC61850-90-8 EV
 E-mobility

EVEEOEE 7OV EIELE

IEC/ISO 14443

IEC/ISO 7616-4

NIV GSI0 Il 1EC/ISO 14443: |dentification cards - Contactless
integrated circuit cards - Proximity cards
IEC/IS0O 7816-4: Organisation, security and
commands for interchange
ITU-T X.509: Information technology — Open
systems interconnection — Public-key and
attribute certificate frameworks

SmartGrid standards:

IEC 61850-7-420 ed. 2
ructurse - Distributi

Device Information

IEC 62056

IEC 61851 Annex A: Electric vehicle
conductive charging system - Part 1:
General requirements

Control piat function through o contral pifot

IEC/ISO 15118-1: General information and use-case definition
IEC/ISO 15118-2: Protocol definitions
IEC/ISO 15118-3: Wired physical and data link layer requirements

pilot wire

DC charging communication
IEC 61851 Annex A

circwit using PWM moduwlotion and o control

IEC 61850-7-420Ed .2

e |
Charging
y metering - Sth LN
reading, tariff
61850 Ext.
) _ EV(FEER)
SmartGrid Standardp: ZCEV

Charging Spot

ZCHS

Power Meter
MMXL

Energy Meter
MMTR

Charging Spot Switch

IEC/ISO 15118-1 Energy Schedules

CSWI

IEC/ISO 15118-2 Energy&/orAncillary
IEC/ISO 15118-3 Service Schedule
DSCH

Energy &/or Ancillary
Service Schedule Control
DSCC

2011/03/18 IEC TC57 JPNC (Japan National Committee)
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IEC61850-90-8

Generic Role Model — overview diagram

Energy Retailer

E-mohbility
Operator

EVSE

Operator
| - Meter

Energy meter
ETEY MEte Operator

EV
Manufacturer

- E-mobility actors
- Power system actors

2011/03/18 IEC TC57 JPNC (Japan National Committee)

TR 61850-90-8

Transmission

System Operator

Distribution
System Operator

DataHub

Energy Provider

Balance
Responsible
Party
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Plug locked
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. Connection . I_
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e < Safety:
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4.3.4 |EC61850-90-9
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Network, System, and Data Management (future)

4.4 Reference Architecture
|EC TC57 Current Reference Architecture

End-to-End Security Standards and Recommendations
(work in progress)

Energy
Market
Participants

Utility
Customers

Utility
Service Bu(s)itr:]e(asges
Providers

1T

1T

1T

1T

Application To Application (A2A)

< and Business To Business (B2B)

Communications

Inter-Application Messaging Middleware (specified in XML ; mapped to appropriate protocols)

61970/ 61968 Common Information Model (CIM)

Application
61970 Component Interface Specification (CIS) and Interfaces
61968 SIDMS for Enterprise Application Integration (EAI, Ell, and ETL) T
Market Engineering & External —_—
SCADA Apps EMS Apps DMS Apps Operation Maintenance oy I
Apps Apps bp Equipment And

Data Acquisition and Control Front-End / Gateway / Proxy Server / Mapping Services

/ Role-based Access Control

System Interfaces
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IEC SG3 Load Map

IEC62357 SOA
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“*Harmonizing the CIM and IEC61850”

» Unified data model for overlapped data objects
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Figure B-4
Connecitivy of Substation including Logical Node Instances
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Domain Gateway in Multi-Domain Environment

» Data Exchange, Mapping and Translation
» Generalized Common Rules are needed

Transmission, Distribution
Operations Domain IEC61970, IEC61968

Data Model from Global viewpoint

Object representing logical function
abstraction of local objects and attributes

integrate and aggregate local objects

--4

Proxy’ A

Domain Gateway
* proxy: remote object access
- data objet exchange ’

e cOmmunication serV|ce AN\S{.C12

conversion ) Multi-Speak
|EC6}97O Data Model from Local viewpoint
’ Objec\t\\representing physical device
detailed data attributes
Objgt | % __________ N

IEC61850 IEC61850

Transmission, Distribution Domain Customer Domain

Fig. 5. Smart Grid Domain Gateway.
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5. IEC TCS57
5.1

IEC TC57 Smart Grid
IEC TC57
2010.7
WG19
IEC TCh7
IEC TCh7
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IEC TC57 Smart Grid

1

TC57 WG TC57 WG | Other IEC TCs
NIST PAP Title Directly Indirectly |Involved or Ii)\(/irlr\l/zldesoroi\gteziz
Involved Affected Affected

PAP 0 [Meter Upgradeability Standard 13

PAP1 |[IP 15 ? IETF, IEEE, ZigBee

PAP 2 [Wireless 15 ? IETF, IEEE, ZigBee

PAP 3 |Pricing 16, 14 OASIS, NAESB

PAP 4 |Schedules 16, 14 OASIS, NAESB,
CalConnect

PAP 5 [Meter Data Profiles 14 13 ANSI

PAP 6 [Models for Meter Data Tables (14 13 ANSI

PAP 7 |[Electric Storage 17 10 69 IEEE

PAP 8 [CIM for Distribution Grid Mgmt|13, 14, 17, 15 IEEE, NRECA

PAP 9 |DR Signals 14, 16, 15 13 OASIS, NAESB,
ZigBee, SAE, IRC

PAP 10 |Energy Usage Info 14, 15 13 OASIS, NAESB,

PAP 11 [Models for Electric 14, 15, 17 69 SAE

Transportation

PAP 12 |61850/DNP3 Mapping 10 13, 14, 17 DNP, IEEE

PAP 13 |Time Sync, C37.118, 61850 10 IEEE

PAP 14 |Power System Model Mapping (13, 14 10 IEEE

PAP 15 |PLCs for Home Appliances JTC1 IEEE, ITU-T,
HomePlug

PAP 16 |Wind Plant Communications (10, 17 88

Scott Neumann (Chairman of IEC TC57 USNC), Technical Committee 57 Smart Grid Task Force, 2010.5.3-4 (IEC TC57 Plenary Meeting in Stockholm)
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IEC TC57 Smart Grid

2

Prepared by SMB Smart Grid Strategic Group (SG3), IEC Smart Grid Standar dization Roadmap Edition 1.0, June 2010

9/136  10/136 108/136 Appendix

ThelEC can already look back at an impressive collection of standardsin the field of Smart Grid. Some of these
standards ar e consider ed to be core standards for any implementation of Smart Grid now and in the future.

These core standardsinclude:

I[EC/TR 62357 — Framewor k of power automation standards and

description of the SOA (Service Oriented Architecture) concept

| EC 61850 — Substation automation and beyond

|EC 61970 — Energy Management System — CIM and GID definitions

|EC 61968 — Distribution Management System — CIM and CIS definitio

|EC 62351 — Security
I[EC TC57

& Appendix

6.1 Appendlz - Core Standards

Core standards ane standards that have an enormous efect on any Sman Grid application
and solution. They are s2en 35 3 kackbone of a fulure Smart Grid.

Core Standard

ns

Topic

Reference Archiiecture — 50A
Energy Management Sysiems; Distribuflon Management Sysiems

IEC 62337

IEC 619700615958 | CIM [Comman Information Model)

EMS, DMS, DA; SA; DER; AM|; DR; E-Slprage

IEC 61830 Subsiation Automation
EMS; DMS; DA; SA; DERAMI
IEC 61968 Disiribution Managemant
IEC 61870 Energy Management
IEC 62351 2curlty
IEC 62036 Data exchangs Tar meter reading, &3 and lpad control
IEC 61308 Functional safely of eleciricalielectronlc/programmable electronlc safely-

related systems

2

i)

— alju

e PIFld

Communication
Level

I | Applications and Databases

(o]

1043

Support
Services

| Control
centre

L

| Application Domains

CIM - commen Information Model
(IEC 61970-301, IEC 61968)

(IEC 81850-7-2 ACS| & GOOSE)

SIRIZI

[ B

g8 g I
IEC 61850 21z
Object Models 2 g |2
(IEC 81850-7-3, 7-4, 7-410, 7-420) _g | E 1
IEC 61850 g g
Service Models E }/

IEC 61850 Profiles & | |j

Mapping (ec sssoa 28,
Web Services, OPCIUA) !

[ Field Devices

Figure 1 —1EC 61850 models and the Common Information Model (CIM)

- |[EC TC57 Reference Architecture
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No. WG 2009.10 2011.3.18
1 | WG3 (IEC60870) 1 3 2
2 | WG10 (IEC61850) 5 3 10 4 2
1 1 1
3 | WG13 (IEC61970) 2 1 4
4 | WG14 (IEC61968) 1 2
5 | WG15 (IEC62351) 1 1 4 1 3
6 | WG16 (IEC62325) 0 2
7 | WG17(IEC61850-7-420) | 1 5 2
8 | WG18 IEC61850-7-410) |0  WG10 3 2
9 | WG19(IEC62357 1 3
10 | WG20(IEC62488) 0
12 36
12 2009.10 36 2011.3.18

2011/03/18 IEC TC57 JPNC (Japan National Committee)
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WG19
(a) WG19 Interoperability within TC 57 in the long term

TC57 WG Smart Grid TF
(b)
IEC TC57 WG19 WG Convenor
IEC TC57JPNC WG19 WG
8 b e e e
= CAG . Dimctly engaged
TC88 [ — . t
TC13 : Smart Grid §:>
*Not an CIGRE *’[* W%\"“]?n ' Task Force
zation | D2.24 —_———
o \ Security ——___ CIM
+ WG15 s - WG13
T /MM
waes | we17 | [wais | [wa2o WG14 | | WG16
TISSUES CIM ITssues
f

Smart Grid

UCA International User Group Feedback
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IEC TC57

(a) IEC
Smart Grid Reference Architecture for IEC TC57
WG13 2010/5
(b) WASA)
Synchropasor WASA IEC61850-90-5 usecase
(c)
WG14 WG17 IEC 61850-7-420Ed.2, IEC 61850-90-
6,7,8,9
(d)
WG18 IEC 61850-7-410

IEC61850-7-410 61850-7-510

(€)
IEC61850, IEC61968
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IEC 62357 Reference Architecture

IEEE P2030  JSCA

IEC 62351 Security

IEC 61970 EMS/API
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Domain Gateway plays an important role in the Multi-Domain environment

« Data Exchange, Mapping and Translation
» Generalized Common Rules are needed

Transmission, Distribution
Operations Domain IEC61970, IEC61968

Data Model from Global viewpoint

Object representing logical function
abstraction of local objects and attributes
integrate and aggregate local objects

- -4

Proxy’ A

Domain Gateway

* proxy: remote object access

» data objet exchange

e communication service
conversion 2

ANS|.C12
Multi-Speak

Data Model from Local viewpoint
Objec‘t\(epresenting physical device
detailed data attributes

' NN
[ \ \
[ \ \
[ \ \
’ \ \
/ \
4 ] \ \ \
4 ' \ \
’ h 1 \ \
’ , \ \
’ 1 1 \ \
d \ \ N
- ! ! \ \ <
’ 1 N N
- /. \‘ \ \\
Object A ' \ \ .
N I . .
_l ____________________ ! - \ P R A e - —

IEC61850 IEC61850

Transmission, Distribution Domain

IEC61870

Customer Domain

69
2011/03/18 IEC TC57 JPNC (Japan National Committee)



1. JSCA/NEDO WASA EBHEH{L0—FKTuT

2010/10/ 20 IE

sDO Standard 2009 2010 201 2012
1 2 3 4 5 ] T 8 9 10 11 12 1 2 3 4 B B 7 B 9 10 11 12 1 2
MNIST Framswork and Losd map for Smart Grd (1108) | Gedelines for Smart Grid Gyber Sscurdty (HISTIR 7628)
el MIST
NIST PAP13 regfilrement 1588 time syne demo [ECE1ES0-90-50raft H7 guideling 1568 NIST testhed lE'CElBﬁ'i}-EU—E!\_ [EEE PSRC. [EC TCY7/WG10
2 HEOBERSE. BIOmSE
IEEE PSRC XL,
H11 C37.118 {synchrophasor) e i g i AT— -
H19 C37.118 & IECE1850 Vi kil ] . kil VIELSLT : CN
c14 synchrophasor usecase I i 4 \ i + o | - ES
H7 PC37.238 (IEEE1588 % H @ FR) — : ' ; IEEE PSRG.
! ' Lliae i e e -k aa SynecrophasorSlECE | BSOHR B
IEC 5G3 ! Smart Grid Standardization, Loadman ) g ¥ F 4 ﬁmm gy
! [ ; VA VLT : Bill PELS L MEEFS
reference architecture ] ] . draft ! [ 2255,
usacase I! i z Map of UseCase !
load map ! ; L_ ' :
.- " 5 !-
IEC TC8 | ' ] i 1
' | (AMIEE O : ' (FIFRREEGE)
IEC TC57 2009/4 999/NP 0 (1088 DG , W OTH TH
WG10 TF  IEC61850-30-5 | AT LT T * T . »¥ v
WGIO0TF IECG1850-20-WASA [ L o oo o - - RN [ I ————— ———
WG10 [ECE1850 VhOwk TEIIT 4 Vi —ALSUT
WwWG13 IECE1970-CIM VER 1 ﬁMlnnﬂumpMN [ VH L5855 '| [EC TCST/WG10
WG15 IEC62351 A [fa ! WV Kdaxville, TH | ECE1850-90-5LL T {BH L
WG19 [ECG2357 ! i H ' i | Syncrophasorft BHEEO&HEN
) Gmart Grid ' 1 | usecase , L
! Reference ; T S I EZIEEE PSR
,'I Architecturs :Ll .: ' FEa T4 EWGEIS
= 1 Ti088DC TWaIn Elrie AT LIRIWGIE
IEC TCSTEMER= /WG19 10860CT IR : 108 & 2tk 4 Archtecturs EWG19
. : WASAL @ 1oL
METIA#R IR ¥—EREELHARE | ommmnis— ! o
¥ . : F 3
JSCAF B NELEWG TEl Va2 Tl T4 ' 5
EkBETESWG : o
JSCA/NEDO WASA project ]
projec E’a U (HEMERE (H234F B

2011/03/18 IEC TC57 JPNC (Japan National Committee)

70



IEC TC57

IEC TC57

IEC TC57

2011/03/18 IEC TC57 JPNC (Japan National Committee)

71



