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Total Number of Vulnerabilities by Year (2000 - 2023)
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© Hitachi America, Ltd./ Hitachi India, Pvt. Ltd. 2025. All rights reserved. 3



HITACHI

Inspire the Next

2. BHRERBEOTFIVUT A EHFLER

© Hitachi America, Ltd./ Hitachi India, Pvt. Ltd. 2025. All rights reserved. 4



- _ ) _ J—_ HITACHI
2-1. BEAISOYAN—tF1UF AR BTEIEE Inspie the Nexi

HACHL Cld NISC(HAN—TF 151 EBEAED )&
[EBEA IS0\ —F1)T(RDITEETE INRESNTED, COTEITIEL5D
SEEBDHMEE. EANICE, [B@EE. &Rl iz, 28, #k8, B A,
FF-4TIRY—ER (A AEEREZEE)  ER. KE. ¥R, 1EF. JL2vh, &il.
ABHINICRSA.
By : BB ISCHVT, EHBRIEODZ A HZIEFA . BEN DR HBI B RHZEIR
-BBA )Y -EADMBIR 2 NENIEDE T YRV TR SHIHI TS
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3. [EEFEEAHI O

4. YRJIAZA> MDEH

5. BrsEREEDO(L

(NISO)BEA>I509A4)\—tF1UT1(C1RDITENETIH
https://www.nisc.go.jp/policy/group/infra/siryou/index.html

© Hitachi America, Ltd./ Hitachi India, Pvt. Ltd. 2025. All rights reserved. 5



uUs
2-2. KiksES Executive Order 14028(EO-14028) HITACH!

RERFEA SIS DREHERDIZDDOBEARNBHRTE(20214F)

h73Y AE
#pFv A=

1 BRUBROHXB(CI I IEEDIRE H—LT0/(F— (L. BRFORY NI —IICREZ 5230 E0H AN\ —1>>F
> IOBRIBIREHE T RIS
2 EHBEOUA)\-tF1UT1D EFIAFE, F5TR B—ERX TORSRAS 7—F579F v, ZEZRBLLIESIEOEA%E
EIFAE 23> RELET,
3 YINIITHIFAFI->0 KT (CARFESN DY I NIV ORIFE(CRIITIN-RSA > F 1T BEZHEIL. RFEE
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1237 b=k EFELUAICCISAICEREURITNERDEEA
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Payment KFE T DU REBFEMARL, ZTIAVDSZTIADNTHS 24 BFEIAAIC CISA (CERET2ENHD
Reporting 9
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NIS2 Directive and CRA FEUWESELEHZREL
HEAETHIHAN-BRDLSTIINADITISANSIFvERREIRETICLEER

NIS2(Network and Information Security) Cyber Resilience Act (CRA)
Directive

Purpose EUSAEROY AN\ —tF1UF1%Z581E TIANERZBACEBIBELVWIAN-tF1UT1 B2
U TWVBIEEHERR
Scope ANVAT T IXIVE— &, SB1T. TOINASTIRE  RyRNI=J(3EFENTOWBYINII7E)\—- RO (GEA, (Bl E
DIV ET ERIFATIA=I FEERI—F—. AX—bX=F-12E)
Security DR, 1>357 > N IGETE. Security Design. AEs5IEEIR, URTEEM. 1>>7 > MNETE,
Measures HJ5(F1—>t+1U571. tF1UT4TAN, BEHAME. S/ T917)L8R—b. SBOM. FEHARIHD
R IVT17AN,
Reporting SR#OLR—N:2485RIIA. B 7285/ A, ERYIDLIN— N 2485 BILIA. B3 7285 I,
Obligation &&LR—-KM1HAMA, RELR—N1INABA,

Timeline 2024 £ 10 A 17 HEXTICERAISE. 2024 F(CHEU. 2027FEX TITEST,
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Finance
RBI, SEBI mandated updated supply

chain security requirements

Critical Infrastructure _
CEA qguidelines mandate sourcing

from “Trusted sources”

_ Digital _
Regional Data protection, privacy
regulations with stringent penalties

[India] RBI'24 : Security Testing Mandatory from Apr'25
PSO(&. IRTOFIVT—23> 1, FRAEE— RTERDHDEFIZFKZIEL T
WHNREEE (D RKEDBEFEIRNR-R) T, Y—XD—RLE1—. VA, PTIREDEL
REF1VT1TANER IR EZ IR TREDELET,

RAIDHE — MRENSEHFRHELAA

[1>R]SEBI'24: SBOM (¥ 4 A 25 BhS&EHLENET

BT RBEAKE, - RR=IATERAINZIRTOA-TOV-IB LY
H—RN=FT1(DIVR-KXO 2 EOCHEMEZFEITIAIC. FTERROD
SBOMZEUS 9 26DELFET,

RYDIRE - 6 FFEILA. RI&kE - 14 HEA

[India] CEA’21 : Mandatory Product Security Testing from 22
A>2IZANIIFV /AT ACHACEASNIZINTO ICT R—2DHEER/
?é;h(at\ CEA ([CLOTERENTEEFETEDBIRIRE DU M SERLES
RAIDIE - FEHS 24 EEUAN

[Malaysia, Singapore] Laws for Data and Critical Infra’24:

- BAT—ADOIEBERIX(E. PDPASE1292%(3)ICHRESN TVRRAMAF(CHE
W2 ENHDET,

- BAN—tF VT DINUIT A= ATE AVATTDESBREERDET
T)AFUDIHERR N =23 T A EFEFHIEN TS,

India — CEA Malaysia —

Guidelines’ 21

Indonesia Singapore —

India — RBI Guidelines for India — SEBI Cybersecurity |ndia —
Payment Security’'24 Framework’ 24 DPDA’23
@ -
e rt e €O S=3 N

The Gazette of Fudia

nnnnnnnnnnn
Consultation Paper on Consolidated
ging Dirsctor / Chief Exacutive Officar Cybersecurity and Cyber Resilience
yment System Operators Framework (CSCRF)
for SEBI Regulated Entities

Master Directions on Cyber Resilience and Digital Payment Security Contrals for non-
bank Payment System Operators

LAWS OF MALAYSIA

Act 854

URITY ACT 2024

o e
g Danas g Reposi

Cybersecurity Law'24 _ PDP’22 Cybersecurity Act'24

© Hitachi America, Ltd./ Hitachi Indla', Byt [id. 2025 All rights reserved.

RBI: Reserve Bank of India. SEBI : Securities Exchange Board of India. CEA: Central Electricity Authority

1




2.7 X1 F L EEH HITACHI

t¥1U5 1555 IBREE., tFIUT1TAN MESSHER., 12570 MRS/ WIGLIEER. T EEHTHS

EE-_E_ A

1 t:‘:J_UT’fan

2 VINIIT7HERETE SBOM SBOM SBOM SBOM
3 tF+i1Ur17Ab ==FJUlA Detection of Regular and Binary analysis/
vulnerabilities effective penetration testing

testing

4 MEseEEE Ve =] Mandatory Mandatory Mandatory

5 1237 NREERT Ve =] 72hours 24hours 6hours
72hours 24hours
30days

6 12372 MRIGHEE S E==] Standard playbook Making BCP Immediate

response

(7days-14days)
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