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Year

2010
AN N
2012
2014
2015
2016
2017
AONES

Major ICS Security
Incidents

Stuxnet

Duqu
Disttrack/Shamoon
Sandworm
BlackEnergy / Killdisk
Industroyer

Dragonfly

WannaCry

Attack Targets

PLC (Nuclear Power Plant in Iran)
Computer/Server (Public Utility in Multiple Countries )
Computer/Server (Oil Company in Saudi Arabia)
SCADA/HMI (Factory Floor in Multiple Countries)
HMI/Serial Device (Power Grid in Ukraine )

Circuit Breaker  (Power Substation in Ukraine )
Computer/Server (Public Utility in US/EU)

Computer/Server (Factory Machines in Asia)
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A worm in the centrifuge

I ) Anu ually sophisticated cyber-weapon mf&lﬂr‘lu s but important

o BEREICBHZNBEEN "Stuxnet” =
[CRERUTEUSBAEUZSCADAICIE S o

o StuxnethPLCZNUT. BIRBZEZIRE
BIRE

o 55, 8400E DR LA BEHETHIE

Ul e

IT SOUNDS like the plot of an airport thriller or a James Bond film. A crack team of
experts, assambled by a shadowy govemment agency, develops a cyber-weapon
designed to shut down a rogue country's nuclear programme. The software uses
praviously unknown incks o worm its way into industnal control systems undeteciad,
searching for a particutar configurafion that matches its target—at which point it wreaks
havoc by reprogramming the system, closing valves and shutting down pipelines.
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NIS2 / CRA *JJitx» — IEC 62443 Standards

Risk Management v v

Incident Response v v O v v
Security Measures v v O v v
Supply Chain Security v v O v v
Secure Product Development - 4 O v v
Technical Security Requirements - v O v v
Vulnerability Management v 4 ® v v
Compliance and Certification v 4 ® v v
Network Security and Resilience v - ® v v
Information Sharing and Cooperation 4 - - =
Monitoring and Logging v - O v v
User Awareness and Training v - ® v -
Data Protection and Confidentiality v - O - v
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New IACS Unified Requirements on cyber security
support class societies' role to ensure safety

International
Association of
New vessels contracted after 15 of July 2024 will need to Classification
be approved wrt cyber security Societies
IACS adopts new requirements on cyber safety
The requirements come to yards, designers and
owners (UR E26) as well as suppliers (UR E27)

Original URs from April 22'. Updated revision 1 of E27
published in Oct 23’ while E26 ready by end 23’

4 SystemRequirements
E27 ystem Rear 42 Additional security capabilities

(cont) This section specifies the reauired secuity capabilies for CBSs nthe scope specifed in The following additional security lfies are required for CBSs with
communication to untrusted networks (i.e. interface to any networks outside me scope of UR
E26)

E27 Table 2
(cont)

ST [ Objective

32 | Multifactor Wultifactor authentication is required for human users when
authenticationfor | accessing the CBS from or via an untrusted network
human users (IEC 62443-3-3/SR 1.1, RE 2)

33| Softuare process | The system shall Genty and auhenticals software
devi

processes an:
identification and | (IEC ey 2)

The CBS shall enforce a mit of consecutive mvaud Togin
ttempts from untrusted networks during a specified time

&N

c

re;uest approval unless ¢ exp\mlry appravsd

(IEC 62443-3-3/SR 1.13, RE1)

36 | Remolte session | The GBS shall provide the capabiliy 1o terminate a remote

termination session either automatcaly aftera configurabl ime period

inactivity or manually by the user who initiated the session.

A e |

33 | Cryplographic The CBS shall employ cryplographic mechanisms o

integrity protection | recognize changes to information during communication with

or via untrusted net

(IEC 62443-3 3/SR 3.1, RE1)

a0 | Session integrity | The CBS shall protect the integrity of sessions. Invaid

session IDs shall be rejected.

(EC 624435 55R 36)

41 Invalidation of The system shall invalic

session IDs after | other session termination (including browser sessi

session termination | (IEC 62443-3-3/SR 3.8, RE1)

session IDs upon use(logmll
ion:

—t+1UF71 HI-IACS UR E26/E27
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IEC 62443 Overview
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IEC 62443-4-1

Type

Name and address of the applicant

Certificate Coverage (including Version)

Standard

Requirements Assessed / Total Requirements

Additional information (if necessary may also be
reported on page 2)

As shown in the Test Report Ref. No. which
forms part of this Certificate

Elﬁ‘%EER?%

FR_Cyber10002

IEC System of Conformity Assessment Schemes for Electrotechnical Equipment and Components (IECEE)

Certificate of Conformity — Industrial Cyber Security Capability

Process Capability Assessment

MOXA Inc.

Floor 4, N° 135, Lane 235, Baogiao Rd., Xindian Dist.
New Taipei City

Taiwan

Moxa Network Business Group (NBG) Product Secure
Development Lifecycle Process

IEC 62443-4-1:2018

Practice 1 (SM) : 13 /13 Practice 2 (SR) : 5/5
Practice 3 (SD):4/4 Practice 4 (SI):2/2

Practice 5 (SVV): 5/5 Practice 6 (DM) : 6 / 6
Practice 7 (SUM): 5/5 Practice 8 (SG) : 7/ 7

(X Additional Information on page 2

164316-744745

This Certificate of Conformity, issued by the National Certification Body, certifies that the above have been
found to be in conformity with the requirements of the Industrial Cyber Security Capability Scheme (IECEE OD-
2061) as it relates to the claims declared by the Applicant.

www.lcie.fr
e

Date: 2020/05/20

) LCIE - Laboratoire Central des Industries Electriques
( 33, avenue du Général Leclerc — BP8
FR 92 266 Fontenay aux Roses Cedex

TRostY - -
Fification Officer
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MXCA - MXCP

What the Course Provides:

This course provides in-depth knowledge of Ethernet switch and
router advanced functions, hands-on device configuration,
troubleshooting methodologies, and network optimization—ensuring
participants gain practical skills they can apply immediately.

What the Course Provides:

This course provides a fundamental understanding of Ethernet
technologies and offers hands-on experience in configuring and
diagnosing Moxa's Layer 2 switches.

Objective
» Introduction to OT Cybersecurity « Perimeter Security
= Cybersecurity Basics = L2/L3 Firew.
» OT Cybersecurity » Deep Packe iR
= |EC 62443 = Intrusion Pr MOXA
+ [EC 62443-4-2 Features - Centralized i’
Prerequis » NMS with Security Features = VPN THIS CERTIFIES THAT
Training Agenda » |[EC 62443-4-2 Features « Solution Oven Hirokazu Deguch
= Login Authentication = Vendor Seci e e e
« Network Secu I"ity = Product Por MXCP Industrial Network -Japanese
I AnD |SAWARDED,?LL RKﬁHT\S,pRN;LEGES, AND HONORS THERETO APPERTAINING.
« MAC Sticky T
= |IEEE 802.1X = e
. MAB ‘ suea e Soraton bee ‘4
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